6.CYB.1 Cybersecurity

The student will evaluate the risks and benefits associated with sharing C O d e

personal and public resources or artifacts. (a) Identify and explain the - a» a» a» a» a»
difference between personal and public information. (b) Discuss the

consequences of sharing personal and confidential information online.

(c) Evaluate risks and benefits associated with sharing information

online.

Integration Opportunities
Understanding the Standard

This standard has to do with privacy and online safety. Students may
experience a lot of benefits from participating in communities online,
especially with their friends or with people who share common interests.
The goal of this standard is to help students identify personal information
which should not be shared online, and teach them to protect this kind of
information to keep themselves safe. Students should be able to explain
the risks associated with sharing information like their address, their
birthdate/age, their school, and their name online, especially with

English 6.C.3b Create media
messages that explain the
consequences of sharing personal
information online in a logical and
organized manner.

strangers. Health 6.1.m, 6.2.m, 6.3.m Identify
online safety habits and discuss
Term Definition how to avoid sharing personal

information with others. Develop a

Personal Information that can be used to identify someone, plan to avoid risky online behaviors.

information impersonate them, or find their location

Public Information that is widely available, like the

information address of a school or the workplace of a

politician

Prerequisite Knowledge

Students must be able to identify online communication platforms, and
must know basic information about communication on the Internet (e.g.,
when you talk to someone online, you cannot be sure who they really are,
etc)

Summary of a Lesson

Have students list the benefits of using the Internet to communicate with their friends. Students may bring up
topics like online gaming, instant messaging, social media, and other communication strategies. Then, facilitate a
discussion about risky and safe behavior on these platforms. You can start by having students make suggestions,
but you can supplement their experiences by creating risky and safe scenarios for them to analyze. Then,
introduce the idea of “personal information” vs “public information”, and tie sharing personal information to risk.
Have students come up with a list of different kinds of personal information, and brainstorm some examples of
why they would want to protect this information. Be sure to highlight the idea of anonymity online—when
students communicate with someone on the Internet, it is really difficult to know for sure who they are talking to.
You can assess students' understanding of this topic by having them create a “public service announcement” or
flier explaining safe and risky online behaviors.
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