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6.CYB.2 Cybersecurity 

The student will investigate various usage agreements designed to 
protect individuals. (a) Identify laws governing privacy with computing 
devices and emerging technologies. (b) Investigate and describe common 
components of usage agreements. (c) Identify user and company 
protections in a usage agreement. 

  

 
Integration Opportunities 

Understanding the Standard 
This can be a pretty complicated topic! When people sign up for social 
media platforms and other online services, they often have to sign a “usage 
agreement” that explains the limits of what they can do on the platform and 
what the platform can do with their personal data. Sharing personal data is 
always risky, and many social media companies have very permissive 
usage agreements that put few limitations on how the company can use 
peoples’ personal data. There are a few laws regulating this behavior, but 
many of them are out of date and are no longer relevant to the current 
technology landscape. Most existing legislation focuses on protecting 
companies rather than protecting individual privacy rights (e.g., Section 230 
of the Communications Decency Act). This standard asks students to be 
able to identify elements of a usage agreement designed to protect users, 
and elements which are designed to protect companies. Examples of these 
kinds of elements could be prohibitions on hate speech, age restrictions, 
etc. The elements of usage agreements are changing along with the legal 
landscape, so be sure to do a little research to make sure you are teaching 
the most up-to-date information. 
 

Term Definition 

Usage 
agreement 

A legal document that users must sign in order to 
use a particular piece of software, designed to 
the protect the company from liability 

 

Prerequisite Knowledge 
Students do not need prerequisite knowledge to address this standard. 

 

English 6.R.1b,c Effectively use 
search terms to collect and 
organize information about 
privacy laws and investigate how 
user agreements protect users 
and companies.  

 

 

Summary of a Lesson 
Define “usage agreement”, and provide an example that has been modified to make the language accessible to 
your students. You can find examples online, but you will probably have to remove sections and/or make 
modifications to make it useful in the classroom. Have students collaborate to identify which elements are 
designed to protect the software user, and which elements are designed to protect the software maker. You can 
facilitate this discussion by asking questions like “what is the user agreeing to give the software company in 
exchange for being able to use the software?”; “what will the software company do with the user’s personal 
information?”; “should the user trust the company to keep their personal information safe?”; etc. You can assess 
students’ understanding of this topic by having them annotate a usage agreement or by having them create a 
“user guide” explaining how people should read usage agreements and identifying some areas of concern users 
should consider before opting into usage agreements. 
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