K.CYB.2 Cybersecurity

The student will describe the importance of protecting personal information

online. (@) Describe what personal information should be shared and not
shared. (b) Determine to whom personal information should be shared. (c)
Identify safe practices to keep personal information private.

Understanding the Standard

Protecting personal information from being shared is vital when connecting
devices to the network or internet. This includes a student's name, address,
and phone number. Computer passwords should not be shared with
classmates, and personal information should never be disclosed online.
Students will recognize personal information such as their address,
telephone number, and name and understand the significance of
safeguarding personal information both on and off the Internet. Personal
information should only be shared with trusted adults such as parents or
teachers and only when necessary. To stay safe online, students should be
aware of safe practices that help keep personal information private.

Term Definition
Digital Citizenship | Responsible behavior exhibited when using
technology.
Digital Safety Protecting yourself while using electronic
devices.
Personal Information that identifies or relates to an
information individual.

Prerequisite Knowledge

Students should have a basic understanding of vocabulary related to
personal information (e.g.,, name, address, and phone number) and some
experience using the Internet.

Summary of a Lesson

Code

Integration Opportunities

History K.1 The student will
practice self-control by following
rules.

Math K.PFA.1 Students will create
a repeating pattern using images
or symbols representing “share"
and "don't share" scenarios (e.g.,
picture of a pet vs. personal
address) and explain the
importance of sharing only safe
information.

English K.RV.1f Students will use
vocabulary and terms related to

cybersecurity in discussions and

speaking activities.

Lead students in playing "In the Middle," a get-to-know-you game. Have students form a large circle, and call out
prompts (e.g., has a sibling, has a pet, plays a sport). If the prompt is true for a student, they should hop into the
middle. Following the game, introduce the concept of personal information and discuss the difference between
information that is appropriate to share and information that should not be shared. Explain that while sharing can
be fun, certain personal information, such as name, age, address, and password, should not be shared, especially
when using the internet. Students then decorate a shield template by drawing or gluing pictures of different
types of personal information that should be protected. Students share their shield with the class or partner and

why personal information should not be shared.
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